Chapter 67

Data Loss Protection
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B vour email requires reconsideration. - Message (HTML)

File Edit WYiew Insert Format Tools Actions Help

&Reply | &Replyto Al | (g Forward | LY BRX| +-o-A @
From: infosec@vdemoivs.local Sent: ‘\Wed 4/9/2008 6:56 PM
To: Lawrence Cole

ccy

Subject:  Your emall requires reconsideration,

-
Your email entitled 'Pub Doc - Reconsider' matched the following categones: Partial File Match.
Please choose an achon:

o Release Email
o Encrypt and Release Email
+ Reject Email

.|
(a)
Justification Required - Accessing Conirolled File
Sustlication s o 1o acous this contioted fle
social " i
m.lrl'ltl Edlt \g Protected Content Found In "social security numbers.doc®
New + Socisl Security Numbers
Print
Open With
Send To
Cut
Copy
Enter Justilication And Seleet Continue.
Create Shortcut o =
Delete
Rename
( Comtenre )
Propetties @ I\WihtoCancel (__Cancel )

(b) (c)

f67-02-9780123943972



= Administrator
Home  Reports  Semch  Cutegorics Policies  Workflow  Administration  Help

v
VERICEPT .

ut

Home: Homepage

Filters: |Gotegones =] [vate Range [ [Crme
Evants by Category - Last 7 days Top Hosts - Last 7 days Cvants by Pratocol - Last 7 days
Host tigh Med Low Total
@ SecialSecurtty Humber - . - 3 9 .n &
556} 238] | @ Paril it Watch 2066016 M@0 (W 2 ® mwepon
[1ez} . © Pertonal |abas-4400 2 2 9 s zn ® v posr- s
) O e | S g
i3] 26| |ep bertios 2 2 2 au ® pop
® PCI D53 22400038 ] Py B
a22.0.01 12 3 &
showing first 10 results of *PCIL + HIPAA'.  Show 2l
p D Sty DatefTme Categors | State Proweol _ from Account . COEl Toaccouns) ___ BSteh Caleseon
Q 0] @ (D 2008-02-25 19:29:00.0 PCIDSS  NEW emtp leole@vdemoive.local Meniter Only jdow@vdemosvi.com 39 Monitor
an ¢ CLB& VIEWED  smip |cole@vdemoive.local Monitor Only jdowvdemoevs.com 39 Monitor
Q8 & PCIDSS  VIEWED smitp Jocal ined jd 3% Protect
qQn ¢ 0 PCLOSS  NEW sotp dsmith@vdemoivB.local  Monitor Only coastinofeemoving com 2 Manitor
Q [ @ O 2008-02-25 21:09:35.0 GLBA NEW smtp  dsmth@vdemoiviilocal  Monitor Only ccastino@eamoving.com 2 Monitor
Q T ¢ O 2008-02.25 71:09:35.0 GLBA HEW smip dsmith@vdemoiv8.local Monitar Only  of anders@vzcam .com 1 Hanitor
Q [ @ () 2008-02-2521:09:35.0 GLBA NEW  smip  dsmith@vdamoivB.local  Monitar Only Hrask@mmsoft.com 1 Monitor
Q 7] o () 20080225 71:09:45.0 PCIDSS  NEW smip dsmith@vdemoivg.loeal Monitar Only ccastino@eemoving. cam z Monitor
Q 5 @ D 2008-02-25 21:09:45.0 GLBA NEW smtn demith@vdamoiva.local Monitor Only ccastino@aamaving com 2 Monitor
Q [ ¢ (D 2008-02-25 21:09:45.0 GLBA NEW smp  dsmith@vdemoiva.Jocal  Monitor Only sflanders@vzcam.com 1 Monitor

(@)

N4 : ,
VERICEPT _ tome Repos  Sewch Categories Policies  Workflow  Administration _Help

Fvents: Fvent Detail

l /Awons 4 Dack to Resuls ¥ False Ht b Transfer to Self 443 » ¥l I
(Toveraen | | comem | Highlignt | sessionData_| | ‘i [ ]
: E Hatzher Hackflaw Stats, m
Sevarity: @ igh Cradit Card Humbare 39 Assignad By: Administratar
Catagory: PCI DSS ttachment; filaname="cc-#5.txt" mastercard Case:
= 530973366364 7957 5243003980304 7
Directionality: e Organization: Default
irachenaiyy @ Ovtesi 455 eueTezti teLa7ome amarn ol .
From 2xpress |347266715033699 372092057061561 Priority: 1
Account:
373851041226007 341502807585826 [discover] n .
from Hott: 127004 £011426210171113 6011340444504 78 SEeSAT Administrator
P 11340444504 785 6011533025168893 [diners Jclub Stats; ASSIGNED
YOI Fore o 30270183534976 30336760092 .
-~ Contral Status: Quarantinad
From IP: 127.0.01 6 30336780092609 36791710173578 [enrouta)
= 201433866545551 201482460470161 Archivable: Bro
‘workflow Level: 0 =
To Host: 127.001
To Port: 0 -
To IP: 127.001 Y e
Assigned event to

Match Gount: 39 13:01:41 reviewer.
Date/Time: -03-19 17:22:53, 2008-03-19 NEW

2008-03-19 17:22:53.0 o A
Oeatacal -

(b)
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